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THE
QUESTION

How do we know our security mitigations actually
deliver the protections they claim they do?




Re-derive Goodhart’'s Law

When a metric becomes a target, it ceases to be a good metric.
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2019

OpenBSD developer Todd Mortimer publishes a paper in AsiaBSDCon on
removing amd64 ROP gadgets in LLVM.
He developed two easy-to-implement techniques:
e Move the BX register to the end of the register allocation list: claiming
6% reduction in unique gadgets, “entirely free”
e Rewriting potential polymorphic ROP gadget instructions: claiming
5% reduction in unique gadgets, 0.15% binary size increase, and
“negligible” performance impacts (Mortimer 2019).




Let’s review

Porting to FreeBSD

One way to understand the
usefulness of a mitigation is to
decouple it from its original
context, bring it unchanged into a
new context, and see if it still
holds (Esposito et al. 2026).

@
(o)

Redoing for GCC

Another way to understand is to
move the idea, not the
implementation, to a new platform
and see if it still holds (Callahan et
al. 2026).




Three important ideas

.

Replication

The best ideas have a
tendency to move, and we
see this all the time with
OpenBSD security
innovations. So why didn’t
these anti-ROP techniques
move?

Utility

We provide a clear,
followable, testing
methodology so others can
validate our work. This
includes a utility to perform
the mitigation and a testing
harness for runtime
performance evaluation.

Obvious == Effective?

We want to know if this style
of mitigation is worth the
tradeoffs.

B =
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So how do you test this?

You get a bunch of students together to build some tools, run some experiments, and gather
some data.
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Developing a mental model for defenses ‘

Analyze current and hypothesized attack patterns

Ask the question: how can we develop tools and techniques for developers that
eliminate this attack pattern, or at least make it significantly more difficult to
weaponize?

Make these tools cheap to use

Don’t wait around: get it into a state where it can be tested at scale and put it in snapshots
so that the larger community can act as adversarial testers (and, those who run snaps also
get the benefits ASAP)

This creates a remarkably clear, consistent, and powerful mental model for defenses: reduce the
intervention point (from everyone to developers) and trust your tools in their hands will increase
security outward to users. This works, and OpenBSD is far from alone adopting this model.



stricat & stricpy

Perhaps the quintessential example:

We all know how that went: used everywhere, (finally) adopted into POSIX.
It is not critique-free, but it was enough and it worked. It is also deceptively simple.

Moreover, it synced perfectly: the mental model matched the real-world attacker.

Real buffer overflow attacks happen because strcat and strcpy are unbounded, and if the
developer doesn’t meticulously check before each and every use, bad things might happen
A tool that would go far in eliminating this class of attack is a pair of functions that do what
strcat and strcpy do, and also guarantee null termination within the destination buffer’s
bounds: we’ll call them strlcat and stricpy

We can audit the OpenBSD tree for all uses of strcat and strcpy, replace them with stricat

and stricpy, and by extension ship it to all OpenBSD users for adversarial testing
o  Their computers will crash or they won’t, or have some other unexpected behavior or not

Then we can audit the ports tree and do the same



WAX

A similar story:

e When buffer overflows occur, attackers drop shellcode onto the stack and then call it, which
performs arbitrary code execution (usually: launching a shell)
e Let’s mark some sections of the stack writable but not executable, and other sections of the
stack executable but not writable
e Thiskills the shellcode model directly, as it relies on stacks being both writable (to drop the
shellcode onto the stack) and executable (to then call it)

WAX is now everywhere, augmented by hardware (NX bit).

Same thing: the mental model matched the real-world attacker model perfectly.
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In the beginning, shellcode ‘

Find a buffer that you can overflow, preferably arbitrarily so

Write object code (usually via hex bytes) then hijack the current function’s return address

on the stack, change it to point at the object code you just wrote
e Ends up creating a function that is more-or-less (in C):

void
shellcode_attack(void)
]

system("/bin/sh");
$

This gives the attacker a shell, now they can do (basically) anything!
WAX basically ended this style of attack!
So attackers needed something new...



Introducing ROP ‘

Find a buffer that you can overflow, preferably arbitrarily so
Write “gadgets,” the addresses of snippets of already existing code from the binary itself
and its shared libraries, then hijack the current function’s return address on the stack,
change it to point at the first gadget

e This gives the attacker a shell, now they can do (basically) anything!

Example on next few slides (courtesy RPISEC)



Return Oriented Programmin:

var_30
var_28
var_14

[ |}

qword
qword
dword

ptr -30h
ptr -28h
ptr -14h
rep
rQp,Ar

i

rsp,

[rbp+var_28]1, rdi
[rbp+var 30], rsi

Now with ROP:

‘v

rax.

°
v

rdi:

°
v

rsi:

°
v

rdx

syscall

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

short

pop
pop
ret

rdi
rax

0x60086

\"mSX Ox481d7+var_28]

ecx, Lrax+i4h]

423 “Ibin/sh”

rax, [rbp+var 221
edx, [rax+6ch]

-

pop
pop
ret

rsi
rdx

sub ebx., eax
mov eax, ebx
add QX an
mov rax, Lrbp+var_28]
mov frax+scht——edx

B: e 0x400590
mov rax, [rbp+var 28]
mov eax, [rax+0Ch]
test e ax
jns 1325 1C4

[ b 20

— —
add rax, 18h
mov réxerax
mov rax, cs:_ZSt4cout_ptr
mov rdi, rax

y S

syscall

call Eﬁ}é Stillchar traits|IcESalcl
-\Eea e)ﬁﬁ » ? ead

m rdi rax
¥
__ZStlsIStlichar_traitsIcEERStI1:
rdx B CcS: C

rsi, rdx

rdi, srax
___ZNSOlSEPFRS0S_E
rax, [rbp+var_28]
eax, [rax+8]

eax, eax

09/30/2019

DEP & ROP

hart

Sty

rax, cS:2ZS >t
rdi, srax 17

ZStlsIStlichar_traitsIcEERSt1:
rax. Irbo+var 141



Return Oriented Programmi

var_30
var_28
var_14

gword ptr
qword ptr
dword ptr

[ |}

-36h
-28h
-14h

[rbp+var_28]1, rdi
[rbp+var 30], rsi

Now with ROP:
rax:

‘v

°
v

rdi:

°
v

rsi:

°
v

rdx

rip —

pop
pop
ret

pop
pop
ret

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax
short C
rax, [rbp+var_28]
: edx, [rax+ ]
. nov rax, [rbp+var_28]
I"dl mov ecx, [rax+ ]
mov rax, [rbp+var_30]
m eax +10
rax 0x600864 -> g‘:;;ﬁlnfgh”
sub ebx., eax
mov eax, ebx
add QX an
mov rng,3 rbp+var_28]
mov frax+scH1——edx
AT ——  0x40059
mov rax, [rbp+var 28]
0 mov eax, [rax+0Ch]
rsi test  eagygpax
jns loc_31C4
I"dX — ————

add ra
mov réi*@b

cs:_ZSt4cout_ptr

mov rax,

18h
ax

y S

mov rdi,

rax

Stillchar traits|IcESalcl

-\(EZ:L 0&%? ead

rax

mos rd3
4 v 4

__ZStlsIStlichar_traitsIcEERStI1:

rdx B CcS:
Syscall rsi, rdx

sysca

__ZNSOlSEPFRS0OS_E

rax, [rbp+var_28]

eax, [rax+8]

eax, eax

hart

Sty G

rax, cs:_ZSt ‘,18

rdi, srax
09/30/2019 DEP & ROP ZStlsIStlichar_traitsIcEERSt1:

rax.

lIrbo+var 141



Return Oriented Programming

var_30
var_28
var_14

= gword ptr -30h
= gqword ptr -28h
= dword ptr -14h

HH

rspM,
[rbp+var_28]1, rdi
[rbp+var 30], rsi

(ROP

Now with ROP:
rax: °?

rdi
rax

rdi: Ox600864 “/bin/sh

)

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

short

rax, [rbp+var_28]
edx, [rax+ ]
rax, [rbp+var_28]
ecx, [rax+ ]
rax, [rbp+var_30]
eax, [rax+ ]

ebx, ecx
ebx, eax

T

°
v

rsi:

pop
pop
ret

rsi

rdx

°
v

rdx:

eax, ebx
add “OX qax
mov rax, Lrbp+var_28]
MoV [LGAYULH]' echx
B: e 0x400590
mov rax, [rbp+var 28]
mov eax, [rax+6Ch]
test e ax
jns lg)_(?laclo
[ b 20
o) L3 D ) L= TTEE U3
add rax, 18h
mov ;o ax
mov rax, cs:_ZSt4cout_ptr
mov rdi, rax

y S

\all
ea

Stlichar_traits

0¥é§$}é§ ead

rd3 rax
4

syscall

syscall

IcESalct

__ZStlsIStlichar_traitsIcEERStI1:

rdx B CcS:
rsi, rdx
rdi, srax
__ZNSOlsEPFRSo0S_E

09/30/2019 DEP & ROP

rax, [rbp+var_28]
eax, [rax+8]

eax, eax

short

Sty

rax, s cs:
rdi, srax

ZStlsIStlichar_traitsIcEERSt1:

rax. Irbo+var 141



Return Oriented Programming

var_30
var_28
var_14

= gword ptr -30h
= gqword ptr -28h
= dword ptr -14h

HH

rspM,
[rbp+var_28]1, rdi
[rbp+var 30], rsi

(ROP

Now with ROP:

rax: 0x3b

rdi:

°
v

rsi:

°
v

rdx:
syscall

pop

rip ——jpPOP

ret

rdi |
rax

T

Px600864 “/bin/sh”

pop
pop
ret

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

short

rax, [rbp+var_28]
edx, [rax+ ]
rax, [rbp+var_28]
ecx, [rax+ ]
rax, [rbp+var_30]
eax, [rax+ ]
ebx, ecx

ebx, eax

eax, ebx

edx, eax

rax, [rbp+var_28]

rsi

rdx

mov [rax+oin], edx

B: e 0x400590
mov rax, [rbp+var 28]
mov eax, [rax+6Ch]
test e ax
jns lg)_(?laclo
i FaG—trbptvar—281
add rax, 18h
mov ;o ax
mov rax, cs:_ZSt4cout_ptr
mov rdi, rax

y S

\all
ea

Stlichar_traits

0¥é§$}é§ ead

rd3 rax
4

syscall

IcESalct

__ZStlsIStlichar_traitsIcEERStI1:

rdx B CcS:

rsi, rdx

rdi, srax
___ZNSOlSEPFRS0S_E
rax, [rbp+var_28]
eax, [rax+8]

eax, eax

short

09/30/2019 DEP & ROP

Sty
rax, Ccs:
rdi, srax

ZStlsIStlichar_traitsIcEERSt1:

rax. Irbo+var 141



Return Oriented Programming

var_30
var_28
var_14

= gword ptr -30h
= gqword ptr -28h
= dword ptr -14h

HH

(ROP

rspM,
[rbp+var_28]1, rdi
[rbp+var 30], rsi

Now with ROP:

rax: 0x3b

rdi:
rip =—9

°
v

rsi:

°
v

rdx:
syscall

Px600864 “/bin/sh”

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax
short
rax, [rbp+var_28]
: edx, [rax+ ]
. rax, [rbp+var_28]
pop rdi ecx, [rax+14h]
rax, [rbp+var_30]
pop rax eax, [rax+ ]
ebx, ecx
ebx, eax
r‘et eax, ebx
edx, eax
rax, [rbp+var_28]
o [rax+ 1, edx
moV rax, [rbp+var_28]
0 mov eax, [rax+6ch]
pop rsi fse xR
jns loc_31C4
pop rdx rax, Erbprvar—28]
add rax, 18h
mov ;o ax
r\et mov rax, cs:_ZSt4cout_ptr
mov rdi, rax

y S

\all
ea

0x455¢3

Stillchar traits|IcESalcl
ead

rd3 rax
4

syscall

__ZStlsIStlichar_traitsIcEERStI1:

rdx B CcS:
rsi, rdx
rdi, srax

__ZNSOlSEPFRSOS_E

09/30/2019 DEP & ROP

rax, [rbp+var_28]

eax, [rax+8]

eax, eax

short

Sty

rax, s cs:

rdi, srax 21

ZStlsIStlichar_traitsIcEERSt1:

rax. Irbo+var 141



var_30 = qword ptr -36h
var_28 = gqword ptr -28h
var_14 = dword ptr -14h

Return Oriented Programming £

[rbp+var_28]1, rdi
[rbp+var 30], rsi

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

short C

rax, [rbp+var_28]
edx, [rax+ ]
rax, [rbp+var_28]
ecx, [rax+ ]
]

g {ROP

pop rdi

Now with ROP:
rax: 0x3b et
rdi: Ox600864 “/bin/sh” e ;t Sl

rax, [rbp+var_30]
eax, [rax+

ebx, ecx

ebx, eax

eax, ebx

edx, eax

rax, [rbp+var_28]

o C _>pop rsi i bt
r\ S 1 : @X@ r‘lp pop I"dX ;:X, :E;:p+var_28]
ret L0x0 -

rax, cs:_ZSt4cout_ptr

rdi, rax

:) call Stillchar traits|IcESalcl
rdx: P e

mos rd3 rax
v 4

__ZStlsIStlichar_traitsIcEERStI1:
rdx B CcS: C
rsi, rdx
rdi, srax
__ZNSOlsEPFRSo0S_E
rax, [rbp+var_28]
eax, [rax+8]
eax, eax
hart

syscall

syscall

Sty

rax, cS:2ZS >t

rdi, srax 22

Ll ZStlsIStlichar_traitsIcEERSt1:
lea rax. Irbo+var 141

09/30/2019 DEP & ROP



Return Oriented Programmin

var_30
var_28
var_14

[ |}

gword ptr -36h
qword ptr -28h
dword ptr -14h

tROP

rspM,
[rbp+var_28]1, rdi
[rbp+var 30], rsi

Now with ROP:

rax: 0x3b

rdi:
OXx0
OXx0

syscall

rsi:
rdx:

Px600864 “/bin/sh”

pop rdi :
pop rax
ret
pop rsi
rdx

rip ——3ptPoP

ret

y S

moV
mov

all

\
ea

mas

JEE:
5)
\

rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

short ¢

rax, [rbp+var_28]
edx, [rax+ ]
rax, [rbp+var_28]
ecx, [rax+ ]
rax, [rbp+var_30]
eax, [rax+ ]
ebx, ecx

ebx, eax

eax, ebx

edx, eax

rax, [rbp+var_28]
[rax+ 1, edx

rax, [rbp+var_28]
eax, [rax+
eax, eax

rax, [rbp+var_28]
rax,

rsi, rax

rax, cs:

rdi, rax

Stillchar traits|IcESalcl
0¥£§$}é§ ead {

rd3 rax
4

syscall

__ZStlsIStlichar_traitsIcEERStI1:
rdx B CcS: C
rsi, rdx
rdi, srax
__ZNSOlsEPFRSo0S_E
rax, [rbp+var_28]
eax, [rax+8]
eax, eax
hart

09/30/2019 DEP & ROP

Sty

rax, cS:2ZS >t

rdi, srax 23
ZStlsIStlichar_traitsIcEERSt1:

rax. Irbo+var 141



var_30
var_28
var_14

Return Oriented Programming {ROP

nmun

r -14h

rspM,
[rbp+var_28]1, rdi
[rbp+var 30], rsi
rax, Lrbp+var_28]
eax, [rax+128h]
eax, eax

ort
ort

. nov ;;;, [rbp+var_28]
OW Wlt . edx, [rax+
° | C rax, [rbp+var_28]

1]
pOp I"di ecx, [rax+ 1
1

rax, [rbp+var_30]

pOp rax C eax, [rax+

rax: Ox3b ret R

edx, eax
rax, [rbp+var_28]

rdi: O0x600864 “/bin/sh” e

[ ]
rax, [rbp+var_28]
. . eax, [rax+
° pop rsi € eax, eax
[ ] d .
1 X pop rax oV rax, [rbp+var_28]
] rax,
r\et oV rsi, rax
C rax, cs:
mov rdi, rax
[ ] call __ZStlsIcStlichar_traits|lIcESalct
° lea rsi, aIsDead
. rdi P
r\j_ call __ZStlsIStlichar_traitsIcEERSt1
rdx B CcS:
p syscall ; T
sysca Y R

__ZNSOlSEPFRSOS_E
rax, [rbp+var_28]
eax, [rax+8]

eax, eax

<hort

n =
U Le Sty

—Shell i

09/30/2019 DEP & ROP Sty Do e e

rax. Irbo+var 141




Return-Oriented Programming primer

A normal set of instructions you coded: Can become a gadget, if started at byte 5:
subg $256, %rcx 48 81 €9 00 01 60 00 addl %eax, (%rax) 01 00
addq %rax, %rbx 48 01 c3 addb %cl, Ox1(%rax) 00 48 01

ret c3
Unaligned access and variable-length Now we have a polymorphic gadget that
encoding allows for reinterpretation. can be used in a ROP attack!

—\\y
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Porting and Evaluating Return-Oriented Programming Defenses Implemented by the OpenBSD

Operating System — https://doi.org/10.1109/ISDFS69419.2026.11458911
Let’s directly port these mitigations from OpenBSD to FreeBSD

Esposito et al. 2026

FreeBSD 14.3 and OpenBSD 7.8 use the same version of LLVM, so this is quite easy.

Do four test cases: unmodified FreeBSD (vanilla), only moving BX to end of register list (BX),
only performing instruction rewrites (INSN), and doing both (ALL).

For BX, INSN, and ALL, rebuild all of FreeBSD twice, to ensure that everything gets the mitigation
treatment.

Measure everything the same way Mortimer did. While here, try to get some runtime numbers
too.


https://doi.org/10.1109/ISDFS69419.2026.11458911

FreeBSD Kernel: ROP Gadget Count
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FreeBSD Kernel: ROP Gadget Reduction
(Negative = Fewer Gadgets = Better Security)
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FreeBSD libc: ROP Gadget Count
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FreeBSD libc: ROP Gadget Reduction
(Negative = Fewer Gadgets = Better Security)
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FreeBSD: Size Overhead vs Gadget Reduction
(Lower-right quadrant = ideal trade-off)
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Main takeaways

.

Lower gadget reduction

We got between 0.3%-3.5%
gadget reduction numbers,
depending on mitigation and
software analyzed.

Binary size increases

Binary size always increased,
even when just moving the
BX register to the end of the
register allocation list.

Runtime was a wash.

Non-obvious interplay?

With the FreeBSD kernel, ALL
did worse than INSN alone.

A very unexpected result!

B =



Big Takeaway

Might need to consider turning on both mitigations on a
case-by-case basis. Sometimes INSN alone might do better.




Callahan et al. 2026

A Final Return for OpenBSD Anti-Return-Oriented Programming Mitigations —
https://www.researchgate.net/publication/405728967 A Final Return for OpenBSD Anti-Ret
urn-Oriented Programming Mitigations

Port the idea to GCC — tests robustness across implementations
Retry with collecting runtime data to see if it is really a wash or not

Focus exclusively on the INSN mitigation

Grab source code here: https://github.com/ibara/rop


https://www.researchgate.net/publication/405728967_A_Final_Return_for_OpenBSD_Anti-Return-Oriented_Programming_Mitigations
https://www.researchgate.net/publication/405728967_A_Final_Return_for_OpenBSD_Anti-Return-Oriented_Programming_Mitigations
https://github.com/ibara/rop

Introducing rop, a peephole optimizer

)

-

Scans assembly

Line-by-line, pattern matching against
known instructions that produce
potential polymorphic gadgets.

Processes output assembly, not IR.

WritteninD

Provides native binaries, rich and safe
string handling, built into GCC (allows
for complete self-hosting of
experimental compiler).

(@
[ o |

Rewrites

Matched instructions to safe equivalent

addq 9%rax, %rbx 48 01 c3
becomes

xchgqg %rax, %rbx 48 93
addq 9%rbx, %rax 48 01 d8
xchgq %rax, %rbx 48 93
Infrastructure

This paper provides a patch that makes
it trivially easy to make your own
standalone peephole optimizer for
GCC. This is a secondary contribution.




Two compilers

o
L ;

Control Experimental

Using FreeBSD 15.0-RELEASE Using the same setup, we built a
and GCC 15.2.0 with the GNU second GCC with our patch
binutils, we built GCC with all applied: doesn’t change GCC
support libraries (GMP, MPFR, itself but makes the driver call rop
MPC, ISL, and GNU gettext) after assembly output but before
built-in. No modifications to GCC the assembler.

were made.

Doubles as a test of rop
itself—experimental GCC built
without issue with rop in the
pipeline.




A kernel and a libc, twice

*

Built FreeBSD kernel Built FreeBSD libc Gathered data

Once with the control Also once with the control Unique gadget numbers with
compiler and once with the compiler and once with the ROPgadget (Salwan), binary
experimental compiler. experimental compiler. sizes with size (1), and

runtime statistics by running
rop on Sqlite assembly code
for billions of input lines.

B =



It definitely does what it sets out to do...

Rop source code polymorphic gadget instructions
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..butit still isn't great on the whole

Rop source code unique gadgets
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And this remains true in larger software

FreeBSD k I
GBS iennal gadgets FreeBSD C standard library gadgets
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Still always grows binary size, even if only a little

FreeBSD kernel size 5 FreeBSD C standard library size
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Runtime penalties are real

Sqlite test timings Rop processing throughput
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...and show up in real builds too

FreeBSD kernel build timings
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Big Takeaway

Maybe this class of mitigations is a solution in search of a
problem?
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What it
means




See the trees... miss the forest

100% reduction not
good enough

Even if we really did getto O
potential polymorphic gadget
instructions, it doesn’t move the
security needle.

ROPgadget not only always
found a ROP chain before and
after, it usually found the same
ROP chain.

&
(8y
What is the mental
model here?

Maybe it’s not about the obvious
wins. Maybe there is something
else going on with the attacker
model that doesn’t match the
mental model?

Even with 90-99% of gadgets
removed, ROP still possible
(Coffman et al. 2016).
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It is easy (and wrong) to conclude... ‘

OpenBSD “got it wrong”

Compiler-based anti-ROP techniques are entirely without merit
We should dunk on someone because it turns out their mitigations didn’t quite hold up to
external testing

None of these are the point, and you shouldn’t leave thinking any of these things!



Why it matters

OpenBSD’s mental model of attackers is largely correct
o  Youdon’t get this long list of innovation if you're not getting it right the vast majority of the time:
https://www.openbsd.org/innovations.html
It just so happens, for this one thing, the mental model didn’t match the attacker model
o  Turns out ROP chains are about gadget quality, not gadget numbers, and you can get a complete
ROP chain with a very small number of gadgets
o Because we focused on gadget numbers... oh look it’s Goodhart’s Law
We now have the ability to analyze future proposed anti-ROP mitigations with a better
mental model, which helps everyone, further demonstrating the value of the overall
OpenBSD model


https://www.openbsd.org/innovations.html

Improving the
mental model
means better
security for
everyone




Questions?
Follow me on LinkedIn! —

CREDITS: This presentation template was created by Slidesgo, and includes icons
by Flaticon, and infographics & images by Freepik

Please keep this slide for attribution
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